HNHcTpyKIuA 0 NPUMEHEHUH CPEACTB AHTUBUPYCHOM 3alUTHI HH(POPMALMHU

1. Tepmunwt u onpeoenenusn

B UWHcTpykumM O TpPUMEHEHMH CpEJICTB AHTUBUPYCHOW 3allUThl HH(pOpMaIuu
(mamee - VHCTpYKIUS) NCTIOIB30BAHBI CIIEIYIONINE TEPMUHBI U ONPEICTICHHS:

Ilonv3zo6amenu - JOIKHOCTHBIE JIMIA, a TaKKe BCe JApPYrue JHMIa U OpraHu3aluH,
WCTIOJB3YIONIHE B paboTe CpeCcTBa IIEKTPOHHO-BBIYHCITUTEIEHON TEXHUKH.

AOmunucmpamopuvl  anmusupycHol 3awumsl uHgopmayuu (anee -aAMUHUCTPATOPHI
AB3) - IODKHOCTHBIC JIUMIIA TTOAPa3AeIeHUd HHPOPMAITMOHHOM
be3onacHocTn  (TeXHMYECKMX  MOJpa3JeNieHHi), Ha3HAYeHHblE  OTBETCTBEHHBIMHM 32
OKCIUTyaTallii0  CPEJICTB AHTUBUPYCHOW 3aIIuThl  HMHQOpPMamuuM ©  0OECICYHBAIOIIHEC
opranu3anuio 1 3p¢HeKTUBHOE HCIIOJIb30BAaHHE CUCTEMbI aHTUBHPYCHOM 3alUThI HH(OPMAIIHH.

Jlokanvro-eviuuciumenvras cemo (nanee - JIBC) - rpynna 3BM, a taxke
nepudepuitHoe 000pyJIOBaHHE, OOBEAMHEHHBbIE OJHUM WM HECKOJIbKUMHM aBTOHOMHBIMU
(HeapeHyeMbIMH) BBICOKOCKOPOCTHBIMH KaHaJlaMH Tepeaadn
U(PPOBBIX JAHHBIX B Mpeeiax OJHOI0 MM HECKOJIBKUX OM3NIeXaIUX 3AaHUH.

Aumusupycunas 3awuma uHgopmayuu - CHCTEMa OPTaHH3AINOHHO-TEXHUYECKHX
MEpONpHUATUH, TpeOOBaHMH U  YCIOBHM HCHOJB30BAHUS  3JIEKTPOHHO-BBIUUCIUTEILHON
TEXHUKH, TpeAHA3HAYCHHAs Ui NPEJOTBPAICHHUS 3apakeHHUs IPOTPAMMHBIMU BHPYCaMH
UH(POPMALIMOHHO-BBIUNCIUTEBHBIX pecypcoB  TOCPEICTBOM  NIPUMEHEHHUS  CPEJICTB
AQHTUBHUPYCHOM 3alIMTHI HHPOPMAIIHH.

Bpeodonocnas npocpamma - mporpaMma Ui 3JE€KTPOHHO-BBIYUCIUTEIbHBIX MAIIUH
(3BM), 3aBenomMo mpuBOAslias K HECAHKIMOHHUPOBAHHOMY YHHUUYTO)KEHHIO, OJIOKUPOBAHUIO,
Mou(HUKaMK MO0 KOMMPOBaHUIO HH(popManuu, HapyueHuto padbotel D9BM, cucrembr 9BM
WM MX CETH.

IIpoecpammmuvie 6upycbi - Pa3sHOBUIHOCTb BPEIOHOCHBIX IMPOrpamMMm, OTJIMYUTEIbHOM
0COOEHHOCTBIO KOTOPBIX SIBJISIETCS] CIIOCOOHOCTD K Pa3MHOKEHUIO
(camoperuiukanun). B nomonHeHMe K 3TOMY OHM MOTYT MOBPEXJaTh WIN IOJHOCTBIO
YHUYTOXATh JIaHHBIC, IOJKOHTPOJBHBIE ITOJIb30BATEINI0, OT UMEHH KOTOPOTo ObLIa 3amyIieHa
3apakeHHas [porpamma.

Hupopmayuonno-mexnuueckasn cuyxcba — CTPYKTYpPHOE TO/pa3ieiieHne OpraHU3aIluH,
OTBETCTBEHHOE 3a (DYHKIMOHUPOBaHHE aBTOMATH3MPOBAHHBIX HMH()POPMALMOHHBIX CHUCTEM U
JJIEKTPOHHO-BBIYUCIUTEIFHON TEXHUKH. B HEOONBIIMX OpraHW3alMsx Ha HEro MOTYT OBITh
BO3JI0KEHBI U QYHKITUH CITy>KO0bI HH(OOPMALIMOHHON OE30MaCHOCTH.

2. Obwue nonoscenusn

1. Hacrosimass MucTpykuust pa3paboTaHa B LENAX OCYIIECTBICHUS aHTUBUPYCHOMN
3amUTel  MHPOPMAIK, COJEpKamieics W oOpabaThiBaeMoil Ha pabdO4YMX CTaHIIHSIX
CTPYKTYPHBIX TOJpa3i€ieHUi OpraHu3alid , OT HECAHKIHMOHMPOBAHHOI'O KOMUPOBAaHMSA,
MO[[I/I(bI/IKaLII/II/I U PpaspymicHud AOaHHBIX, HWCIOJL3YCMBIX B JACATCIBHOCTH YYPCKIACHUA, a
TaKXke HapylleHus paboThl
UCIIOJIB3YEMOTO  IPOrpaMMHOr0 OO€cledeHHs] MpU BO3AECHCTBUUM  BHUPYCOB M JPYIHUX
BPEIOHOCHBIX ~ MPOrpaMM  IOCPEACTBOM  KOMILIEKCa OpraHU3alMOHHO-TEXHUUECKUX
MEpOTIPHUATHI TI0 00ECTIeYeHNIO0 NH(POPMALIMOHHOM 0€301MacHOCTH.

2. Hacrosimass MHCTpyKIMs onpenaesseT MOpsIOK NIPUMEHEHUS CPEACTB aHTUBUPYCHOM
3aIUTHI B CTPYKTYPHBIX MoApa3eNieHusIX,  3agadyd, O0O0sI3aHHOCTHU u rpaBa
aaMuHucTpatopoB AB3, mnoab3oBarenei CpeiACTB aHTUBUPYCHOM  3aluThl  HMH(MOpMAIMH,
MMOopAAOK YCTAHOBKM W IPUMCHCHHA O6HOBJICHI/II71, MMOAKIIIOYCHUA CPEACTB aHTHBI/IpyCHOI;'I
3alIUThI, a TaKkKe MOPAJOK JIMKBUAALMU TOCIEACTBUHA BO3JEHCTBUA NPOrpaMMHBIX
BHPYCOB.



3. TpeGoBanusi Hactosmeid WMHCTpyKUMU 00s3aTeNbHbl Ui BBINOJHEHHUS BCEMHU
MOJIb30BATENSIMU M agMuHHUCTpaTopamMu AB3, a Takke HMHBIMHU JIUI[AMH, HCIOJb3YIOIHUMU
CPEJCTBA BBIUMCIUTEIBHON TEXHUKH.

4. OOmee pyKOBOJICTBO 00€CIEYEeHHEM aHTUBUPYCHOM 3alUThl HHPOpMAIUU B
OCYILECTBIISICTCSI MH(POPMALMOHHO-TEXHUYECKOH ciryx60i (nanee - UTC) u OTBETCTBEHHBIM 32
nH(OPMALIMOHHYIO 0€30aCHOCTh M TEXHUYECKYI0 3amuTy nHpopmanuu UTC.

5. OrtBercTBeHHBIH 3a MH(OPMAIIMOHHYIO O€30IMaCHOCTh W TEXHHUYECKYIO 3alluTy
nuapopmaniuu  MUTC  ocymecTBisieT  HEMOCPEICTBEHHOEC PYKOBOJCTBO  OpraHU3aluen
npoBefieHUsT padOT 1O aHTHUBUPYCHOM 3ammre HMH(OpMAnUMM B OpraHU3allMM depes
corpynuukoB UTC.

6. IlpakTuueckoe peleHHe 3anad, CBA3aHHBIX C OpraHU3alUell aHTHUBUPYCHOMU
3aluUThl UHPOPMAMU U NPUMEHEHUEM CpEeACTB aHTUBUPYCHOM
3alIUThl UH(OPMAIMK B CTPYKTYPHBIX MOApa3eNeHusIX, ocyliecTBisercs corpyanukamu UTC.

7. Ilpy BO3HUKHOBEHHMM CHUTyaluld, HE BKJIIOYEHHBIX B IIOJOKEHHS HACTOSALIEH
WHceTpykunuy, pemieHue NpuHUMAeTcs aaMuHHcTpatopoM AB3 1o  coryacoBaHuio ¢
OTBETCTBEHHBIM 3a HMH(OPMALMOHHYIO 0€30MacHOCTh M TEXHUYECKYIO 3aIIUTy HWH(OpMaluu
HTC.

3. Ilopsaook npumenenus cpeocme aHmueUpyCHOIl 3auiun vl
ungopmayuu 6 06paz0eamenbHOM yuperxicoeHuu

1. CpencTBa aHTHBHPYCHOW 3amIUTHl MH(OpPMAIMK JOJDKHBI YCTAaHABIUBATHCS HA BCEX
CpEeICTBAaX BBIUUCIUTEIBHON TEXHUKH, HKCIUTyaTHUPYEMBbIX B 0OPa30BaTEIbHOM YUYPEKICHHUH.
[Ipu TexHONMOTMYECKOH HEOOXOAMMOCTH Ha OT/ACIbHBIC CPEICTBA BBIYUCIUTEIHFHON TEXHHUKH
CpeACTBa AHTHBHMPYCHOM 3alUThl MH(MOPMAIMM MOTYT HE ycTaHaBIMBaThCSA. CHHMCOK TakKuX
UCKJIIOYeHUH yTBepkaaercs pykooauteneM UTC u nepecmaTprBaercst €KeroiHo.

2. llopsiioxk  NpUMEHEHHs  CPEIACTB  AHTMBMPYCHOW 3alMThl  HWH(pOpManuu
YCTaHABJIMBACTCSI C YUETOM COOJIOACHNUS CIICAYIONINX TPeOOBaHUNA:

- 00s3aTeNbHBIH BXOJHOM KOHTPOJIb 3a OTCYTCTBHEM HPOTPaMMHBIX BHPYCOB BO BCEX
NOCTYMAIOMIMX HAa O0BEKT WH(OpPMATH3AIMKM DIIEKTPOHHBIX HOCHUTENSAX HH(MOpMAIHH,
UH(POPMALIMOHHBIX MacCHBaX, NMPOrPaMMHBIX CPEJCTBAX OOILIETO U CHEeNHUaTbHOTO Ha3HAYCHHUS;

- o0s3aTenmpbHasl TMPOBEpPKAa BCEX OJEKTPOHHBIX IHCEM Ha TPeIMeT OTCYTCTBUS
POTrpaMMHBIX BUPYCOB;

- TIepUOJMYECcKasi IMPOBEpKa Ha MPEIMET OTCYTCTBHS MPOTPAMMHBIX BHPYCOB KECTKHX
MarHUTHBIX JIUCKOB (HE peXe OJHOrO pasza B HEAENI0) U o0s3arenbHas NMPOBEpPKa ChEMHBIX
HOcuTeNel nHpopMaly nepes Ha4ajaoM padOThl C HUMHU;

- BHEIUIAHOBas TPOBEpKa MECTKMX MAarHUTHBIX JHCKOB M CBEMHBIX HOCUTENeH
UH(POPMALINH B CIIydae MOJ03pEHMs Ha HAJTMYME TIPOTPaMMHBIX BHPYCOB;

- BOCCTAHOBJIEHUE paboTOCIOCOOHOCTH IIPOrpaMMHBIX CpeACTB U
MH(POPMALMOHHBIX MACCUBOB, MOBPEXICHHBIX IPOTPAMMHBIMU BUPYCAMH.

3. YNONHOMOYEHHOE JMLO OpraHu3allMd IO AHTMBUPYCHOW 3amuTe WHPOpMaLUU
o0ecrieunBaer:

- ympaBiieHHe KOHQUrypanmuell U JIOTHYECKOM CTPYKTYypoH BCEro MmporpaMMHOTO
o0ecrieyeHns: CUCTEMbI aHTHBHPYCHOM 3alIUTHI HH(OPMAIIHH;

- YOpaBlI€HHE YCTAaHOBKOW H OOHOBJIIEHHMEM JIMIEH3UOHHBIX KJIIOYEH CpelCTB
AHTUBHUPYCHOM 3aIIUTHI MHPOPMALINH;

- YOpaBJI€HHE pACCbUIKOM M YCTAaHOBKOH OOHOBJIEHUH 0a3 CpeACTB aHTUBUPYCHOM
3alIUThl HH(OPMAIIHH;

- OrpaHMYEHHE JOCTyna Iojb30BaTelel Ha padouux Mecrtax K HacTpohkam
YCTQHOBJICHHBIX CPECTB aHTHBHPYCHOW 3alIUTHI HH(POPMAIIHH;

- HacTpPOMKY pacChUIKM cOOOLIeHN 00 oOHapy»XeHHH BHPYCOB, 0 cOOSX B pabote
CpeACTB aHTHBHPYCHOM 3aUTHI U T.I1.;



- yJIAJEHHOE pelIeHue MpobieM, BO3HUKAIOIIMX B IMPOIECCE MCIOJIb30BAaHUS CPEJICTB
AHTUBUPYCHOMU 3a1IUTHI HH(OPMAIIUH.

4. Jlns paboymx CTaHUMI M CepBEpOB, KOTOphle HE MMEIOT mojkimodeHus k JIBC,
CpelCTBA AaHTUBHUPYCHOHM 3amuThl WHGOpPMALMU JUIsI HUX YCTAHABIMBAIOTCS JIOKAJbHO B
HOpsiZIKe, ONpeAeleHHOM aaMuHucTpatopom AB3, ¢ yderom TpeOoBaHMH HacTOAIIEH
HNucTpykunn.

5. WHcramnsuuss M HACTpOWKa CpEICTB AHTUBUPYCHOM 3alluThl MHPOpPMALUU
OCYIIIECTBIISIOTCA B COOTBETCTBUM C IMPOrPAMMHONM M JKCIUTyaTallMOHHOW JIOKYMEHTAalHEH,
IIOCTABJISIEMOM B KOMILJIEKTE C HUMU.

6. KommpoBanne 0001 MHPOPMALMH, TEPEHOCHMON C TMOMOIIBIO JIOOBIX ChEMHBIX
HocuTeneil uHpopMalM, AODKHO HPOM3BOIUTHCS TOJBKO IOCIE MPOBEAECHUS NPOIETyphI
MIOJIHOTO AHTUBHUPYCHOTO KOHTPOJSI ChEMHOTO0 HOCHUTENS. 7. AHTHBUpyCHas MpoduIaKkTUKa
SABIISICTCS HEOOXOJUMBIM 3JIEMEHTOM 3allMThl HMH(OPMAIMOHHBIX PECYPCOB  YUPEKICHHS
OT WX MOoaudUKAIUU U
YHUYTOXKEHHUSA. AHTHUBHPYCHAs NPOPHUIAKTHUKA COCTOSHUS CPEJICTB AHTUBUPYCHOM
3amuThl HH(GOPMaLMU Ha cepBepax U padoyuX CTAHIUAX JOJKHA MPOBOIUTHCS 110
COIJIACOBAaHUIO C agMHHHUCTpaTopamu AB3 B HepaOouee BpeMs, 3a UCKIIIOUCHHEM BHEIITATHBIX
CUTYaLHil.

4. Ilopsaook ob6Ho6N1eHUA 6A3 OAHHBIX CPEOCHE AHMUBUDPYCHOU
3auqumal uHpopmayuu

1. CBoeBpeMeHHOe OOHOBiIEHHE ©0a3 JaHHBIX CpPEACTB AHTUBUPYCHOM 3alllUThI
UH(POPMALIMU B CTPYKTYPHBIX TOAPA3ACICHUAX SBIISETCS HEOTHEMIIEMON YacThI0 O0ECTICYCHUS
3¢ (GEKTUBHON TMOJUTUKU AHTUBHPYCHOM 3aLUTHI HH(OPMALIHH.

2. O6HoBneHHE 0a3 JAHHBIX CPEJCTB aHTUBUPYCHOM 3aIlUThl MHPOpPMAIMKM Ha pabouux
CTaHLUSAX, YCTAHOBJICHHBIX JIOKAIBHO B CTPYKTYPHBIX MOAPA3ACICHUSX, TOJKHO IIPOU3BOUTHCS
HE peke OJHOTO paza B HENENI0 B TOpPSAIKE, yCTaHABIMBaeMOM aaMuHHcTpatopom AB3, ¢
yueToM TpeboBaHMi HacTosmel MHCTpyKIum.

3. Ha pabGouem mecre anmMuHuctparopa AB3 Moryt ObITh yCTaHOBJIEHBI CpEJICTBA,
no3possitomue 4epez JIBC ympaBisTh KOMIOHEHTAMH CHCTEMBbl AHTHUBUPYCHOM 3aIlWTHI,
YCTQHOBJICHHBIMH Ha pa004MX CTAHIUSAX U CepBepax B CTPYKTYPHBIX TOAPA3ICICHHUIX, a
TaKXKe MPOBOJUTH OOHOBJIEHUS 0a3 CpeACTB aHTUBUPYCHOHM 3auuThl MHpoOpMauuu. B cioyuae
ecinu pabouas cTaHmMsl TMojdb30oBarenss He mnoakmodeHa K JIBC, oOHOBiIeHHE CpeacTB
AQHTUBUPYCHOM  3allUThl HMH(GOpPMAIMKU TNPOU3BOAMTCSA  IOJIb30BATENIEeM 4Yepe3 ChEMHBIE
HocuTenu  mHpopManuu. [lepnomudHOCTE OOHOBJIECHHS OIpPENENSeTCS  IMPOTPaMMHBIMU
TpeOOBaHUSAMHM  CPEICTB  AHTUBUPYCHOM 3alluThl HMHPOPMALMK WJIH YyCTAHABIMBACTCS
agmuHuctpatropom AB3.

5. O6azannocmu, npasa u nopadOK Ha3HaAUEHUA
aomunucmpamopos AB3

1. Anmunuctpatopsl AB3 00s3aHbl oOecrieunBaTh COONIONEHUE B YUPEKACHUU
NOJUTUKA aHTHUBUPYCHOM 3amuThl MHGOpPMAIMM W  BBIBICHHE (DAKTOB  3apa)KCHUs
IIPOrPaMMHBIMH BUPYCAMH.

2. K ocHoBHbIM 3amauam anMuHuctparopa AB3 oTHocsTcs opraHuszanus npoiecca
YCTAHOBKHM U OOHOBJICHHS CPEJCTB aHTUBUPYCHOM 3alIUThl MH(OpMaLK
Ha pab0YMX CTAaHLUAX IOJIb30BaTeNIeH U 00eCTIeYeHne TEXHNIECKOTO COMTPOBOXKICHUS JICHCTBUIA
HOJIb30BaTENNEed B ClyyasX OOHAapy>KeHHMs MPOrpaMMHBIX BUPYCOB, a TaKK€ OCYIIECTBICHHE
KOHTPOJIS 32 COCTOSIHUEM CHCTEMBbl aHTUBUPYCHOH 3aIIuThl HH(POpMAITUH.

3. Anmunucrparop AB3 HeceT OTBETCTBEHHOCTb: 3a CBOEBPEMEHHYI  YCTaHOBKY
CPEJICTB aHTUBUPYCHOW 3alUThl HH(POPMALUY;



- 32 HKCIUTyaTalMI0 CUCTEMBbl aHTUBUPYCHOM 3aIUThl HHPOPMALIUY;

- 3a CBOEBpPEMEHHOE OOHOBJIICHHWE JIMIICH3WH Ha CpEICTBA AHTUBUPYCHOHM 3allUTHI
UHpOpMaLINY;

- 33 CBOEBpPEMEHHOE OOHOBIIeHHE 0a3 JaHHBIX CPEACTB AHTUBHPYCHOM 3alUThI
UH(pOpMaLIUH.

4. Anmunuctpatop AB3 nmeer npaso:

- BHOCHTh TPEMJIOKEHHUS IO COBEPLICHCTBOBAHHMIO CHUCTEMbI aHTHUBHPYCHOM 3alllUThHI
WHPOPMAINY B CTPYKTYPHBIX ITOAPA3ACICHUIX 00pa30BaTEIbHOTO YIPESKICHHS,

- NPUHMMATh Yy4YacTHE€ B IUIAHUPOBAHWU MEPOIPHUATUN 110 AaHTUBUPYCHOM 3aIlUTe
nHGOPMAIMY B OPTaHU3AIMH U TUIAHUPOBAHWU OCHAIICHUS CPEJICTBAMH aHTUBUPYCHOM 3allUTHI
UH(POPMALIUU CTPYKTYPHBIX MOApa3AeICHUN;

- OCYIIECTBIIATh KOHTPOJb COCTOSHUSI CPEICTB AHTUBUPYCHOH 3alIMTHI HHPOPMALIUU
B CTPYKTYPHBIX MOAPA3/ICICHHSIX;

- IPOBOAMTH CITy)KEOHBIE TIPOBEPKH MO (pakTaM 3apakeHUs] MPOTPAMMHBIMH BHPYCaMHU
aBTOMATH3MPOBAHHBIX CHCTEM 00pabOTKM HMH(OpPMAIMHU U CPEACTB BBHIUUCIUTEIBHOW TEXHUKU
B CTPYKTYPHBIX TIOAPA3ACICHUIX 00pa30BaTEIHLHOTO YUPEKICHHS,

- OKa3bIBaTh MOMOIIb B PEIIEHUU MPoOIeM, BO3HUKAIOIIUX MPH SKCIUTyaTallud CPEJCTB
AQHTUBHUPYCHOW 3amIUTHl HMH(POPMAIMM B CTPYKTYPHBIX MOIpPAa3IEICHUSX 00pa3oBaTEIHLHOTO
YUPEKACHUS.

5. Hasznauenue aamunuctpatopoB AB3 opraHuzamuu OCyIIECTBIISICTCS Ha OCHOBAaHHH
IpUKa3a 1Mo oOpa3oBaTeIbHOMY YUPEKACHUIO C 005f3aTEIbHBIM OTPaKEHUEM OOsI3aHHOCTEH B
JOJKHOCTHOW MHCTPYKIIMH.

6. O06s3aHHOCTH anMuHHCTpaTopoB AB3  Moryt coBmewmiaTh JOJDKHOCTHBIE — JIMIA,
Ha3HAUCHHBIE AJMHHHCTpAaTOpaMH 0a3 JaHHBIX (aBTOMAaTH3WPOBAaHHBIX HH(POPMAIIMOHHBIX
cucrem), cneuuanuctsl UTC. Aamunuctpatopamu AB3 He MOTyT ObITh JOJKHOCTHBIE JIMIIA
CTOPOHHHX OpraHu3anuii. Jl0KHOCTHBIE JTUIA, UCTIONHSIONINE 005S3aHHOCTH aJIMUHUCTPATOPOB
AB3, yTBep:k1aeTcsa NpUKa30M pyKOBOAMUTENSI 00pa30BaTEIbHOTO YUPEKICHUS.

7. O0s3aHHOCTH aAMHUHUCTPATOpoB AB3 opraHuzanmm Apyrue JMia MOTYT HCIIOJIHSTh
TOJBKO Ha OCHOBAaHMM INPUKa3a PYKOBOJIUTENS OpraHU3allMM O BPEMEHHOM HCIIOJIHEHUH
oOs3aHHOCTEN agmuHHcTpaTopa AB3, B KOTOpOM yKa3aH CpPOK HCHOJHEHHUS 00si3aHHOCTEN
agMuHHCTpaTtopa AB3.

6. Oba3annocmu nonv3zoeameneil cpeocme AaHMUGUPYCHOU
3auumol ungopmayuu

1. Ilonp3oBarenb 00s3aH H3YYUTh HACTOALIYH0 WHCTPYKIMIO M O3HAKOMHUTHCS C
HE0OXOIMMOCTBIO HECEHUS] OTBETCTBEHHOCTH 3a BBIMOJIHEHUE €€ TPeOOBaHMI O] pOCIIUCH.

2. Ilonp30BaTensM 3arpenaeTcs:

- OTKJIIOYATh CPE/ICTBA AaHTHUBUPYCHOM 3alMThl MH(POPMALUU BO BpeMs paboThl;

- HCIOJNB30BAaTh CPEICTBA AHTUBUPYCHOH 3amUTHl WHGOPMANWH, OTIMYHBIE OT
nonnepxkuBaeMelx UTC, nepedeHb KOTOPBIX TOBOIUTCS 10 cBeneHus noas3oBateneid UTC wim
aaMuHHuCcTpatopoB AB3;

- 6e3 pazpewmenus aamunuctparopa JIBC u agmunucrparopa AB3 komnupoBaTh Jt00bIe
¢aiinpl, ycTaHaBIMBaTHP W HCIONB30BaTh JI000€ TpOrpaMMHOE  oOOecrieyeHue, He
NpeHa3HaYeHHOE JUIs BBINOJIHEHHS CIyKeOHBIX 3a/1adu.

3. BBoa uHpopManuu C MarHUTHBIX, ONTHUYECKUX, MAarHUTOONTHYECKUX M JIOOBIX
JIpYyruX  ChEMHBIX  HoOcuTenedl  MHPOpPMAalMUM  HECIyKeOHOro  Xapakrepa JIOJDKEH
OCYLIECTBIISATECS MOJb30BATEIEM TOJBKO C paspemieHus aamuHucrparopos JIBC win
agmuHucTpaTopoB AB3.

4. B cnyyae mosiBJI€HMs IMOJO3PEHUIl Ha HaJIW4YUe NporpaMMHbIX BUpycoB B JIBC
I0JIb30BATENN JIOJKHBI HEMEJUIEHHO NpouH(popMHUpoBaTh 00 3TOM aamuHucTpaTtopa AB3. B
Cllydae BBISBICHUS MHUIUACHTOB ((PaKTOB M T.I.), CBSA3aHHBIX CO cOOSMHU B paboTe CpeicTB



AQHTUBHUPYCHOM 3alllUTHI, TOJb30BaTENIb O00s3aH HE3aMEUIMTENIbHO COOOIUTh 00 3TOM
OTBETCTBEHHOMY 32 HH(OPMAIMOHHYIO 0€30MacHOCTh M TEXHUYECKYIO 3allUTy WH(OpMaluu
HTC.

7. Ilopaook oeiicmeuil nonv3oeameneii u admunucmpamopoé AB3
npu 0OHAPYIHCEHUU 8UPYCOB

1. OCHOBHBIMHU My TSIMU MPOHUKHOBEHHSI BUPYCOB B MH(OPMAIIMOHHO - BBIYUCIUTEIbHYIO
CeTb OpPraHM3aLMU SIBIISIOTCS: TUOKHE MAarHUTHBIE JWUCKU, KOMIIAKT-IMCKH, HHBIE ChEMHBIE
HaKOMUTeNN HH(OpMAaLIUHY, HIEKTPOHHAsI TIouTa, (Qailsbl, mosydaeMble U3 cetu MHTepHeT, paHee
3apakeHHble paboune cTaHMM. B ciydae oOHapy>keHUs! IPOrpaMMHBIX BUPYCOB IIPH BXOJHOM
KOHTPOJIE OTYYXKJIaeMbIX HOcHUTeled wuHpopManuu, ¢GaiIoB WIH TIOYTOBBIX COOOIICHHH,
NOCTYIUBIINX B CTPYKTYPHBIE [TOAPA3AEIIECHNUS, I0JIb30BaTENb JOJIKEH:

- IPUOCTAHOBUTH IMpOIIECC MpUEeMa-Tiepeiaul HHpopMaLnu;

- coo0muTh aaMuHUcTparopy AB3 wuaM OTBETCTBEHHOMY 3a HH(POPMALUOHHYIO
Oe3omacHOCTh M TexHUYeckyro 3amuty wuHpopmamuun WTC o ¢dakre ob6HapyxeHus
IIPOrPaMMHOI0 BUPYCa;

- NPHUHATH IO COIVIACOBAaHUIO C aaMUHUCTparopoM AB3 Mephl Mo JjoKanu3aluu u
YAAJIEHUIO MPOrpaMMHOIO BHpyCa C HCIOJIB30BAHMEM CpPEICTB AHTUBHUPYCHOM 3alllUThI
uHbopMaIuy;

- coo0muTh O QaxkTe OOHApYXKEHHs MPOrPaMMHOIO BHpyca B CTPYKTYpHOE
nojpa3iesieHue, U3 KOTOPOro MOCTYNWIM 3apa)KCHHbIE CHEMHbBIE 3JIEKTPOHHBIE HOCUTENU
uHpopManuu, (Gaiabl UM TOYTOBBIE COOOILIEHUS.

2. Tlpu oOHapyeHHMH HpPOrpaMMHBIX BHUPYCOB B Ipoliecce 00paboTku HHpOpMauu
HOJIb30BaTENb 00s3aH:

- HEMEJJIEHHO NMPUOCTaHOBUTH BCE pabOTHI;

- coo0muTh aaMuHUcTparopy AB3 wuIM OTBETCTBEHHOMY 3a HH(OPMALUMOHHYIO
0e3omacHOCT M TexHUYeckyro 3amuty wuHpopmamuun WTC o ¢dakre obOHapykeHus
IIPOrPaMMHBIX BUPYCOB;

- NPHUHATH IO COIVIACOBAHHUIO C aaMUHHUCTparopoM AB3 Mepwl Mo Jjokanmu3aluu u
YAAJIEHUIO TPOrpaMMHOIO BHpyCa C MHCIOJNb30BAaHUEM CPEACTB AHTUBUPYCHOM 3allUThI
UHpOpPMAIINH.

3. IIporpammHble cpencTBa OOIIEr0 M CHENMAIBHOIO Ha3HAU€HMs, MCIOJb3yeMble B
CTPYKTYPHBIX MOJpa3ICICHUAX sl 00paboTku MH(POPMAIUK, OTHECEHHOU K CITy)kKeOHOH TaiiHe,
B ciiyyae OOHapy>XeHUs MPOrPaMMHBIX BHPYCOB IOAJIEKAT 00s3aTeIbHON IEpeycTaHOBKE C
pabouux KOMUi HTaJIOHA.

4. Ilpu HEBO3MOXXHOCTH JIMKBMJALMU TOCJIEACTBUN 3apak€HUs IPOrpPaMMHBIMH
BUpycaMu aaMuHUCTpaTopy AB3 HeoOxomumo:

- 3aapXUBUPOBATh 3apakeHHbIE (aillibl ¢ BHEAPEHHBIMU MPOrPaMMHBIMU BHUpYCaMH U
HalpaBUTh C TPUIOKEHUEM COOTBETCTBYIOLIEIO CONPOBOJUTENBLHOTO JIOKyMEHTa B
OpPraHM3aliIo, OCYIIECTBISIOIYI0 TEXHHYECKYK)  IONACPKKY  OKCIUIyaTalluh  CPEICTB
AQHTUBUPYCHOW 3alIUTHI HHPOPMALUY;

- OCYILECTBHUTH IOJIHYIO MEPEyCTaHOBKY MPOTrPAMMHOr0 OOECIEUYeHUs Ha 3apa’KeHHOM
KOMIIBIOTEPE.

5. Ilpu nmonydeHun MHQOPMALMK O BO3MOKHOM HAapyLIEHHWU JHOO BBIABICHHUHU (hakTa
HapymeHus TpeOoBaHWii Hacrosimedl WHcTpykumn paboTta Ha pabouell CTaHIMHM JTaHHOTO
H0JIb30BATENsl HE3aMeUIMTENIbHO OJIOKUpPYETCs M0 peleHHIo0 aqMUHucTpaTopa AB3.

6. Bce dakrel Mogudukanuum W paspylIeHHs JaHHBIX Ha CepBepax WM pabdovYux
CTaHLUSAX, 3apaKEHHE UX BUPYCaMH, a TaKKe OOHapyXeHHEe APYTruX BPEIOHOCHBIX MPOrpaMM
KJIACCU(PUIMPYIOTCS KaK 3HAUMMBble HapyLIEeHUs] UHPOPMALIMOHHOW ©O€30MacHOCTH U JIOJIKHBI
aHAJIM3UPOBAThCS IOCPEJICTBOM IPOBEACHHS CIIy’)KEOHOIrO pacciielOBaHUs, MPOBOJUMOIO IO
IIpUKa3y pyKOBOJIUTEINS 00pa30BaTEIbHOTO YUPEKIACHHUS.



8. Omeemcmeennocms 3a évinonnenue mpeoosanuit Hnempykyuu

1. 3a Hapymenue Hacrosmen MucTpykuun anmuanctparop AB3 m nmosp3oBaTenu HeCyT
OTBETCTBEHHOCTD, YCTAHOBJIEHHYIO JIEHCTBYIOIIUM 3aKoHOAaTenbCcTBOM Poccuniickoit denepanuu
1 HOPMaTUBHBIMU [TPABOBBIMU aKTaMHU.

2. PykoBomurenu CTPYKTYpHBIX TOJpPA3AEICHUM HECYT OTBETCTBEHHOCTh 32
BBIMIOJIHEHHE MEpPONPUATUN 10 aHTUBUPYCHOM 3ammre HHQOpMAIMM Ha  CpeAcTBax
BBIUMCIUTEIbHON TEXHUKH, HKCIUTYyaTUPYEMBIX MOJYUHEHHBIMH JOJDKHOCTHBIMU JIMIIAMHU, U 32
O3HaKOMJIeHHe uX (MoJ pochnuch) ¢ Hacrosued WHCTpykiell B CBOEM CTPYKTYPHOM
NIOIPa3ICICHUN.

3. HemocpencTBeHHY0 OTBETCTBEHHOCTD 32 COOIIOZCHUE B TIOBCEITHEBHOM AESITEIbHOCTU
YCTQHOBJICHHBIX HOpPM OOecCreueHHsl aHTUBHPYCHOW 3alMThl MHPOPMALMU HAa CBOUX pabOuux
MecTaXx, B TOM 4YHCJIE€ 3a CBOEBPEMEHHOE OOHOBJIEHHME aHTHUBUPYCHBIX 0a3 CpeiacTB
AHTUBHUPYCHOM 3aIIUThl MH(MOPMALMM U TOJTYYEHHUE HOBBIX JIMIECH3MOHHBIX KIIOYEH, HECyT
II0JIB30BATENH, 32 KOTOPBIMH 3aKPEIUICHBI CPEJICTBA BBIYUCIUTEIIBHON TEXHUKH.

4. B cnywae HapymeHus TpeOoBaHuil Hacrosdmed WHCTpyKIMM, CBSI3aHHBIX C
IPUMEHEHUEM II0JIb30BaTEIEM CpPEJICTB aHTUBUPYCHOM 3alIMThl MH(POpPMAIUH, MOJIb30BATENb
HECET IMEPCOHAIBHYIO OTBETCTBEHHOCTb, YCTAHOBJICHHYIO ACHCTBYIOLIUM 3aKOHOIATEIbCTBOM
Poccuiickoit ®enepauvv U JOKAIbHBIMM HOPMAaTHUBHBIMU aKTaMH  00pa30BaTEIbHOIO
YUPEKIACHUS.

5.  OTBeTCTBEHHOCTh 3@ BBINIOJIHEHHWE TpeboBaHui Hacrosmed HWHcTpykuuun
agmuHucTpatopamu AB3 HecyT HenocpeICcTBEHHO aaMuHucTparopsl AB3 u pykoBogutenu
Mo/Ipa3/ieNieHui, B KOTOPBIX padoTaroT agMuHucTpaTopsl AB3.

9. llopsaook ocnaujenun op2anu3ayuu cpeocmeamu aHmMuUeUpPyCcHol
3auumal uHpopmayuu

1. OcHamieHue cpeicTBaMH AHTHUBHPYCHOW 3allUThl MH(DOpPMAIMU SIBISETCA  BUAOM
MaTepUaJIbHOTO O0ECTEUeHUsT U  OCYIIECTBISIETCS B  00pa30BaTEIbHOM  YUPEKICHUU
LIEHTPAIIN30BAHHO.

2. Iepenava MOTyYEHHBIX CPEACTB aHTUBUPYCHOM 3aIUTHI HA OOBEKTHI, HE  BXOIAIIHEC
B COCTAaB OpraHM3aluy, 3alpellieHa. 32 HECAaHKIMOHMPOBAHHOE pPAacCHpOCTPAaHEHUE CPEICTB
AHTUBUPYCHOW 3aIIUTHl WH(POPMAIIMU BHHOBHBIC HECYT OTBETCTBEHHOCTh B COOTBETCTBUHU C
3akoHoarenbeTBOM Pocceuniickont denepanuu.



